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Inside the mind of a scammer

Tactics investment fraudsters use to deceive over-55s

-n
The Financial Conduct Authority (FCA) is urging over-55s to check that investment opportunities are genuine before %
they part with their money.This comes as new researchl'l, commissioned as part of the FCA’s ScamSmart campaign, —
reveals that only two in five (42%) think they know how to spot a fraudulent investment opportunity. Fraudsters are cf
targeting the growing over-55 population because they are more likely to have money to invest. E
ADVANCED The common tactics victims and that’s why I'm working with the FCA
PSYCHOLOGICAL TACTICS used by fraudsters include: to raise awareness of this troubling issue.
In 2016, victims of investment fraud lost on B Offering lucrative returns above the market rate ‘Remember; if it sounds too good to be true
average £32,000[2] as fraudsters employed and downplaying the risks of the investment then it probably is. If you are offered an attractive
increasingly advanced psychological tactics to B Using flattery to make potential victims investment out of the blue, be suspicious, check the
persuade victims to invest. One of the most feel good, such as praising them for being a FCA’s Warning List and seek impartial advice. Better
common methods used by fraudsters is to knowledgeable investor still, if you get a cold call, just put the phone down!” B
pressurise potential investors to make a quick B Saying that the deal is only available to the
decision on a time-limited investment offer. This target and asking them to keep it a secret Source data:
new research found that more than half (53%) of =~ B Saying that other clients have invested or [1] Al figures, unless otherwise stated, are from YouGov
the over-55s surveyed believed acting quickly can want in on the deal (known as ‘social proof’)  Plc.The total sample size was 1,004 GB adults aged
be key to getting a good deal, demonstrating how B Putting them under pressure to invest in a 55+, in social grade ABC|, with a gross household
many could be vulnerable to this tactic. time-limited offer income of £30,000+ and/or savings of £5,000+.

A third (34%) said it is best not to discuss Fieldwork was undertaken between 27 January to
investment decisions with others,and fewer than The FCA is urging consumers to be sceptical and 6 February 2017.The survey was carried out online.
half (48%) said they would be likely to seek impartial cautious before they invest their money. If someone  [2] Figures from Action Fraud released in October 2016.
advice before making an investment. These attitudes invests their money with an unauthorised firm, In the last six months (July 2016 — January 2017),
are seized on by fraudsters, who often urge their they will have no protection from the Financial the FCA received 2,748 reports of scams or
target to keep the offer a secret in order to prevent Ombudsman Service or Financial Services unauthorised firms to its website.
others from dissuading them from investing. Compensation Scheme if things go wrong. In 2016, the FCA received 261,547 visitors to the

ScamSmart website.

MORE ATTRACTIVE Nick Hewer, who is supporting the
INVESTMENT OPPORTUNITIES campaign, added: The content of this factsheet is for information only.
45% of over-55s surveyed agreed that investment  ‘As someone who has been approached by [t does not represent personal advice or a personal
opportunities are more attractive if you know scammers myself, | know how hard it is to identify recommendation, and should not be interpreted as
of others who have made similar investments. whether an investment offer is legitimate. They're such. Please do not act upon any part of it without first
Fraudsters may exploit this by saying that others very clever these people, playing psychological having consulted an independent financial adviser
want in on the deal or have already benefitted. games to win over the trust of often vulnerable

Interestingly, those surveyed were more aware
of certain signs of investment fraud, but less aware
of others. For example, 92% agreed being contacted

out of the blue could be a warning sign, but 19%

were unaware that being promised returns above e —

the market rate could also be a tactic.

Dental and Medical Financial Services Limited is an appointed representative of Best Practice IFA Group Limited, which is authorised and regulated by the
Financial Conduct Authority. Company registered in England no. 9158580. Registered office: | Market Square, Horsham, West Sussex, RHI2 |EU




